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HA3BAHUE CDE,Z[EPZJIBHOFO ATEHTCTBA: MuHUCTepCTBO BOEHHO-BO3AYILIHBIX CUJ,
H

THUII OB”bHBJIEH@JARA: [TepBoHauabHOE OOBSIBIEHR

HA3BAHUE BJIEHUA O IIEPCIIEKTUBHLIZ WCC/IIENOBAHUAX (ARA):
[IpoTroTunel nepesoBb ponepanui (A-COP)

HOMEP ARm?A8750-24-S-7001
YACTDB 1 -‘@C”)OPHAH NH®OPMALINA

JT10 weﬂne rpe/IHa3HaueHo [y OTKPBITOrY ABYX3TanmHOro KOHKypca ARA, KOTOpbIi
MPOJJIATCS  [1 8:00 mo BoctouHomy BpemeHud 20 gekabpsi 2028 roga. B kauectBe
repBOHava/b 3aBOK OylyT TIPMHMMATBHCS TONLKO TEXHHYeCKHe [NOKyMEeHTBI; O(duIjfaibHbIe
npe,qnomm&,qy’r MPUHUMATBCSI TOMBKO MO ~TDUIAIIeHH0. XOTs TeXHUYeCKHe JOKYMEHTbI
OyzyT pac% peHbl, ecii OHU OyayT momyuedbi o 18:00 1o BOCTOYHOMY IMOSICHOMY BpeMeH!

Jekabps 2028 ropma, A/ |\ HAWIYUIIero COOTBETCTBUSI  MPOTHO3UPYEMOMY

EbEHSI{’Ei—I %am/no TIpeJjiararoTcs CIefyolye CPUKU N0Jauu JOKyMeHTOB:
@é}nﬂaﬂcomlﬁ rog - fo 12 gusaps 2024 roga
2025 ¢unaHcoBbIM rog K 1 okTa6pst 2024 roza
26 ¢uHaHCcoBbIM rog K 1 okTsa6ps 2025 roza
27 ¢uHaHcoBbIM rog K 1 okTsa6ps 2026 roza
28 ¢uHaHCcoBbIM rog K 1 okTsa6ps 2027 rope

OdepeHTbI [JO/DKHBI CIeAUTh 3a BO3MOK/ISCTIMH 3aK/IFOUEHUS] KOHTPAKTOB HA BeO-caiiTe
SAM no azpecy https://SAM.gov Ha ciydaii, e 5 3T0 00BsIB/IeHe OyAyT BHeCeUBIMI3MeHeHMsI.

KPATKOE OITMCAHUE TEXHOJiOTMYECKNX TPEBOBAHMIL)/YMs! cTpemMumcs
pa3paboTaTte TpPOTOTUNBI KuOepomepeuuii fAjs Tiepexofa Ha omnepATwBHBIE  TUIAT(HOPMBI
MuHucTepcTBa 060pOHBI, YTOOBI 06€eCTie<ATh MPEBOCXO/ICTBO B KMOEPIIPOCTPAHCTReE.

MMPEAIO/TATAEMOE ®UH/JICUPOBAHUE ARA: O6muii 66vem ¢drHaHCHpPOBaHUS
aunist aToro ARA cocrasnsier mpubnmsuensHo 499,9 muH. fomiapos CIIIA., Cpok npefocTaBiieHust
VH/IMBU/ya/lIbHbIX TPAaHTOB OOBIYHO He TipeBbillaeT 60 MecsileB, a CYMMbI B Jo/apaXx OObIUHO
BapeupyroTrcsa or 10 go 50 mynr. nowiapos CIITA. CyuiecTByeT Takke BOSMOXKHOCTB I10/IyUYeHUs
nipemuii Ha cymmy 110 $99,98MmriH.

OXNIOAEMBIE VHOvBUAYAJIBHBIE TIPEMWUN: \llpexanonaraetcs nNpUCyXaeHHUe
HeCKOJbKUX npemuid. OpHako BoeHHO-BO3AyIIIHBIE CHITBI OCTAaBIHHOT 3a COOO0M MPAaBO MPUCYKAAThH
HOJIb, OJJHYy WM HECKOJIbKO JPYTMX NpeMHUM 3a BCe, HEKOTOPEe MM HU 3a OfHY U3 3asiBIeHHBIX



paboT, B 3aBUCUMOCTH OT CIOCOOHOCTM 3aKa3uMKa BBITIOJHUTH TpeOyeMyr0 paboTy U KosjebaHMiA
¢uHaHcrpoBaHust. KommuectBo OTS, KOTOpbIe MOTYT OBITh MPeIOCTaB/ieHAI OTAeTBHOMY O(hepeHTY,

He OrpaHHYeHo.

TUTIbI I/IHCTPYM%OB, KOTOPBIE MOI'YT Ehlitb ITPEJOCTABJIEHBI:
KOHTPAKThI Ha 3aKyIKU Ha 0, AR nmu apyrue cgenku (OT) no'2u USC 4021 u 10 USC 4022
(panee 10 USC 4002, 2371 SC 4003, 2371b).

A
B Tom cnayuae, @n B pe3y/ibTaTe 3TOT0 KOHKYPCHOTQ. COryalieHusi OyZeT 3aK/IoueHO
Jpyroe coralleHue o %Ke M0 CO3/jaH{I0 TPOTOTHIIA, a MDUEKT MPOTOTHUIA OyeT ycrelHo
3aBeplleH, CYyIeCTBY TeHLlYasbHasi BO3MOXKHOCTb IeDexoZla OT TIpoeKTa MpOTOTHIIA K
3aK/IFOUEHUIO T10CTIe], ero Npou3BO/|CTBEHHOIO0 KOHTPaKTa /1 CLe/IKA. B camoli fpyrol caenke
0 COIVIALLIEHUIO O C HUY TIPOTOTHIA TaKKe OyZeT COep)kaThCsl aHA/TIOTMYHOE YBeOM/IEHHEe O
MOTeHL[aTbHOM n@jy}omeM MPOM3BO/CTBEHHOM KOHTDPAKTE M/ COIVIalleHUH.

KOHTA TI—}AH NHOOPMALNA AT'EHTCTBA: Bce marepuansl, npefCTaB/ieHHbIE B

ouLManbEHO MeHTe, U r00bIe BOIMPOCHI TEXHIW{ECKOTO XapakTepa C/eAyeT HarpaB/sTh B
KOMITeTeHTHbI{ T®XHUYeCKHUM KOHTAaKTHbIN 1eHTp (TEUC), Kak yka3aHo HWKe (eC/v B TEXHUUECKON
obyactu He y%aHo VHOe):

PY,@SO,Z[I/ITEHB [TPOI'PAMMEI ARA:
,QC [Tapusu
L/PUTA

bpyxkc-poyz, 525

Pum, Hero-Mopk, 13441-4505

Tenedon: (315)330-4505

OnektpoHHad noura: afrl.riga.firestarter@us.af.mil

Borpochkl  [I0rOBOPHOr0//1e/IOBOT0  XapaKTepa C/eAyeT Harpas/siTh OTBe}YCTBEHHOMY
COTPYAHHUKY IO KOHTpPakKTaM, KakK YyKa3aHO HIure {TIPeArOouTUTebHbI 3arpoChl A15}3/1eKTPOHHON
roure):

Ombep bakmu

Tenedon (315) 330-3605

OnekTpoHHas rnouta: Amber.Biickley@us.af.mil

B 3/1eKTPOHHBIX MMCbMaXx J0/xHBI ObITh YKa3aHbl HOMep 3asiBKM HQ y4acTHe B KOHKypce U
Ha3BaHUe TIpUoOpeTeHUs.

[IpenBaputenbHasi ~ KOMiMYHMKALMs —~ MeXJy  IOTeHLM&ILHBIMKA  3aKa3uMkaMu U
Npe/ICTaBUTE/ISIMU  TIPaBUTE/NHCTRA! [TpuBeTcTByeTCss [uans{) Mexzay MOTeHLMaIbHbIMU
3aKa3uMKaMU U MpeJiCTaBUTeISIMU [MpaBUTENbCTBA. TexHUUeCcKue RONPOCHl M BOMPOCH! 3aK/IHOUEHUST
KOHTPAKTa MOTYT OBbITH pellleHbl B TMHCbMEHHOW (opme W/ “HyTeM OTKPBITOTO OOCYX[eHHsl.
O6cyxzaeHusi c Jyi00ObIM M3 KOHTAKTHBIX /MLl He SIBMSHOTED, 0Osi3aTeslbCTBOM TIpaBUTE/bLCTBA



BIIOC/IeZICTBUM (PMHAHCUPOBATh WM BBIJE/SATb CPEACTBA Ha KaKHve-JMAO TpejsaraeMble pabOTHI.
TonbKo COTPYAHMKHU, paboTaroliye Mo KOHTPaKTY, M0 3aKOHY YIIOJHOMOUSHBI MPUHUMaTh Ha cebs

obs3arenncTBa [IpaBuTENHCTBA
3asiBUTeNM TIPEAYTIPEXKAGIOTCS O TOM, UTO OLEHKA METVI OBbITb CHIDKEHBI W/WIH
Tipe/iJioykeHre MOXKeT ObITh HeHo, ec/i He OyayT coOstofieHs: MHCTPYKLMU T0 TOJTOTOBKE
npeZiyioXkeHus (ero popmar, p’KaHUe U T.[|.) W/WIM UHCTPYKLMK TG OTTIPaBKe.
[TOJIHYHO I/IH(D@AL[I/I}O OB OBFBABJ/IEHNU cmerpute BO BJIOKEHUNN.
§O [ToripaBka Ne 1 Kk BAA FA8756-24-S-7001

Llens sTOM HgblaBKI/I 3aK/TF0YaeTCst B TOM, UTOOBI:

B pa3g 1.7 "TIPUMEYAHME" 06HOBUTS 152/10)KeHUS CIeAYIOIUM 00pa3oM:

yBe,qONn%‘he: [IpuMeHsI0TCA CefyroLue MoNsKeHus™:
FA@.ZM-Z Cucrema yripasjieHUs NpeMUAMU
AR 52.204-16, OtTueTHOCTb #1) KOJAaM KOMMepUeCKUX U TIOCY[apCTBEHHBIX
opraHusa

NQ 52.204-22, TlpenoxeHue 1Mo aJibreHATUBHOW MO3ULIUU
R 52.204-29, ®enepanbHbli 3aKOH U 0€30I1aCHOCTH LIETIOYKH [TOCTAaBOK IPU 3aKyTKax
- Hpm@ TIpe/iCTaB/IeHNH U PaCKpPbITUX MH(OpMaLU1
FAR 52.211-14, YBemomsieHre O TIPUCBOEHWM TNPUOPUTETa HALMOHAIBHOW 000pOHe,
TOTOBHOCTH K Upe3BblYaiiHbIM CUTYyaLUsIM U UCTI0/Ib30BaHUIO SHEPreTUYeCcKrX MporpaMm
FAR 52.232-2, Cny»x6a riporecTa
DFARS 252.203-7005, IlpexacraBne:ie O BbilJlaTe KOMITeHCAL[MN OBIBILIMM
JOJDKHOCTHBIM JIUIIaM MUHHUCTepCTBa 0O0POHBI
DFARS 252.204-7008, CobntomeHue TpeOOBaHMIA IO 3allfuTe 3aKPhITOM 0OOPOHHOM
MH(pOopMaLu.
DFARS 252.204-7019, YBemomsieHue 0 1pe00BaHUAX MUHHCTePCTBa 000POHBI K OLieHKe
NISTSP 800-171
DFARS 252.204-7024, YBegomiieHue 00 “Crionb30BaHUM CHUCTEMbI OLIEHKVAPUCKOB /ISt
KauecTBa pabOoThI OCTABILMKA
DFARS 252.215-7009, KoHTpO/IbHB; CTiiCOK COOTBETCTBUSI MPeJIOKEHL 3
DFARS 252.215-7013, IToctaBr4 v yCiyru, npefocrasisieMble HERpagULIMOHHBIMU
000POHHBIMU MO/PSIUNKAMU
DFARS 252.225-7055, IlpefcTac"eHde UHTepeCcoB B [Ie/IOBBIX OIERALIUAX C PeXKUMOM
Mapypo
DFARS 252.225-7057, TlpeaBapuienibHOe packpbiTie WHMOpMaL{iviyO TPY0yCTPOIMCTBe
¢usnyeckux i, paboraroiux B Kurancoii HapogHoti Pecriybmike
DFARS 252.225-7059, 3auper Ha onpefie/ieHHble 3aKyIKWs R, CHHBL35H- YUT'YPCKOM
aBTOHOMHOM patlioHe -IIpefcTaBUTENEC BO
DFARS 252.225-7973, 3anpeT Ha 3aKyIKy OeCITU/IOTHBIX, aBUAI[MOHHBIX CUCTEM
MHOCTPaHHOTO NMpou3Bo/cTBa -IIpesctaBnerue (OTKJIOHEHME 2020-00015) (MAM 2020 1)
DFARS 252.227-7028, TexHuuyeckue [aHHble WM KOWIIBIOTEPHOE IIPOrpaMMHOe
obecrieyeHre, paHee Tpe/iOCTak/IeHbIe PABUTETbCTBY
DFARS 252.239-7017, YyBemom/ieHHe O PUCKax B L|eNIOYKE [IOCTaBOK
DFARS 252.239-70538, 3aripeT Ha 3ak/iloueHHe KONTDAaKTOB Ha OOCTy)XWBaHUe WU
CO3/jaHue KOMITBIOTEPHOW CeTH, 3a UCK/IIOUYeHHeM CjIyuyaeB, KOriawTakas CeThb IIpeJHa3HaueHa JJIs



O/I0KMpOBaHMS JOCTYTIA K OTIpe/iesieHHbIM Beb-caiitam -TIpefcraBnenue (OtkioHenue 2021-00003)
(AITPEJIb 2021)

* Tloxkamyiicra, o@QpNf{Te BHMMaHWe, 4YTO TeKyIUe [yRepCUM WIM H3MeHeHMUs
COOTBETCTBYIOIIMX TIONOKEHUH QyAyT BKIIOUEHbI B JIOOOM WTETOBBIM KOHTpPakT. B mroboit
WUTOTOBBIN KOHTPAKT MOTYT [%I'T BKJIFOUEHBb! [IOTIO/IHUTE/IbHbIe NJ10)KeHUs], B 3aBUCUMOCTU OT

KOHKDPEeTHBIX yCHUJIUM. o

Hpyrue I/IBMEHEH@[E BHOCSITCSL.
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NAICS CODE: 541715

FEDERAL AGENCY NAME: D ent of the Air Force, Air Force Materiel Command, AFRL -
Rome Research Site, AFRL/Informa¥on Directorate, 26 Electronic Parkvzay, Rome, NY, 13441-4514

ARA ANNOUNCEMENT TY ﬁbﬁnitial announcement

ADVANCED RESEARCH @ OUNCEMENT (ARA) TITLE: sAdvanced Cyber Operations
Prototypes (A-COP) QO

ARA NUMBER: FA8759§S-7001

PART I - OVERVIE@JFORMATION

DEC 2028. Only white papers will be accepted as initial. Suomissions; formal proposals will be accepted
by invitation only. ile white papers will be considered-if received prior to 6:00pm Eastern Standard
Time (EST) on 3 C 2028, the following submissien dates are suggested to best align with projected

funding: &

FY24 by 12 024
FY25by 1 2024
FY26 by 1 2025
FY27 by 1 Oct 2026
FY28 by 1 Oct 2027

This announcemenﬁ/ an Open, 2 Step ARA which is ¢pen and effective until 6:00PM EST on 30

Offerors should monitor the Contract Opportunities on the © AM website at https://SAM.gov in the event
this announcement is amended.

CONCISE SUMMARY OF TECHNOLOGY REQUIKEMENT: Seeking to develop cyber operations
prototypes for transition into operational DoD platforms to facilitate superiority in the‘Cyber Domain.

ARA ESTIMATED FUNDING: Total funding for this ARA is approximately $499.9M. Individual
awards will not normally exceed 60 months with doJiar amounts normally ranging{rem $10M to $50M.
There is also the potential to make awards up to '$99.98M.

ANTICIPATED INDIVIDUAL AWARDS: Wiuitiple Awards are anticipated. (flgwever, the Air Force
reserves the right to award zero, one, or more Other Transactions, for all, somesoi~none of the solicited
effort based on the offeror’s ability to perturn desired work and funding fluetudtions. There is no limit
on the number of OTs that may be awarded to an individual offeror.

TYPE OF INSTRUMENTS THAT MAY BE AWARDED: FAR based procurement contracts or other
transactions (OT) under 10 USC 4021, and 10 USC 4022 (previously 10 IT$C 4002, 2371, 10 USC
4003, 2371b)

In the event that an Other Transactiui jor Prototype agreement is awaided as a result of this
competitive ARA, and the prototype project is successfully completetiythere is the potential for a
prototype project to transition to award of a follow-on production=eontract or transaction. The Other


https://SAM.gov/

Transaction for Prototype agreement itself will also contain a similar notice of a potential follow-on
production contract or agreement.

AGENCY CONTACT INFORMATION: All white paper submissions and any questions of a technical
nature shall be directed to the cogp¥gagt Technical Point of Contact (TPQC)/as specified below (unless
otherwise specified in the technical a¥ea):

ARA PROGRAM MANA :
Thomas Parisi O_)
AFRL/RIGA

Telephone: (315)330-

Email: afrl.riga.firesg @us.af.mil
Questions of a contractual/business nature shall be directed.forthe cognizant contracting officer, as

specified below (emsil réquests are preferred):

525 Brooks Rd QO
Rome, NY 13441-45(1%
r

30-3605
Email: Am uckley@us.af.mil

Emails mus ence the solicitation ARA numbei-and title of the acquisition.

Pre-Propo ommunication between Prospective Offerors and Government Representatives:
Dialogue between prospective offerors and Government representatives is encouraged. Technical and
contracting questions can be resolved in writing or through open discussions. Discussions with any of
the points of contact shall not constitute a commitment by the Government to subsequently fund or
award any proposed effort. Only Contracting Officers are legally authorized to commit the Government.

Offerors are cautioned that evaluation ratings may be lowered and/or proposal rejected if
proposal preparation (Proposal format, content, etc.} and/or submittal instructions are not
followed.

PART II - FULL TEXT ANNOUNCEMENT

ADVANCED RESEARCH ANNOUNCEMENT (ARA) TITLE: Advanced Cyb&Operations
Prototypes (A-COP)

ARA NUMBER: FA8750-24-S-7001

I. TECHNOLOGY REQUIREMENTS.

The Air Force Research Laboratory’s {(AFRL’s) strategic vision for cybér superiority is to ensure the
success of cyberspace-dependent miszioas in air, space, and cyberspaces, The purpose of this Advanced
Research Announcement (ARA) is t0 research, design, develop, impleiiént, and refine the next-
generation cyber platform and frarnework prototypes that also can beunrtegrated and transitioned to
existing platforms and frameworks where cyber capabilities can berftested and executed to expand and
enhance full spectrum cyber operations, cyber assurance and resiliency capabilities within the
appropriate Department of Defense (DoD) Cyber Weapon Systemsas well as US Government (USG),


mailto:Amber.Buckley@us.af.mil
mailto:afrl.riga.firestarter@us.af.mil

Intelligent Community (IC) and coalition cyber platforms so that they can enhance their cyber
warfighting mission systems.

Providing mission assurance in an Air Force context means supporting the notions of Global Vigilance,
Global Reach, and Global Power IK?S the five enduring AF core missions; air and space superiority;
intelligence, surveillance, and reconrissance; rapid global mobility; glocal strike; and command and

control.
Q’/

Providing mission assurance i pace Force context means suppeiting the responsibilities of
Preserving Freedom of Actior’a space domain, Enable Joint Lethaiity and Effectiveness, and Provide
Independent Options across pace Force’s five core competencies: space security; combat power
projection; space mobility gistics; information mobility and-logistics; information mobility; and

space domain awareness.

o

The scope and directio@this ARA are derived from these/as follows:
Assured and Trus/%(}{ber Infrastructure

@ cyber infrastructure begins with proven-correct designs that are technologically
immune to threat have an autonomous ability to madify the cyber domain to avoid unforeseen
attacks and emepging threats. With this kind of infrastracture as the foundation, additional warfighting
capabilities ca instantiated. For example, the infigstructure’s intrinsic ability to avoid and be
resilient to can be supplemented with tried-and<true warfighting tactics such as deception,
maneuver, en deterrence.

An assured and tr

Continually Access and Exercise Command and Control

Global Reach and Provide Independent Options implies the ability to continually access and exercise
command and control over warfighting forces. In the cyber domain, this applies to cyber assets
supporting ongoing, as well as transient, on-demand missions deployed globally. As deployed and in-
garrison cyber assets are exposed to threats, there should e contingency capabilities in the event that the
infrastructure described earlier meets a threat with the pctential to degrade dependent missions. These
contingencies require the ability for critical slices of the infrastructure, i.e., those mappedyas supporting
mission essential functions (MEFs), to possess an iniicient resiliency allowing them to stirvive the attack
by re-provisioning resources to maintain the viability ot designated MEFs.

When attacks degrade or destroy resources requir2a for MEFs, the infrastructure ¢ball have the ability to
automatically maintain mission continuity by resturing, repairing, or re-provisioniig critical resources.

Continuous Situational Awareness

Global Vigilance and Preserving Freedom ot Action in the space domain reguifes continuous situational
awareness and understanding across the warfighting domains. However, nidintaining this awareness,
which is equivalent to a pilot’s need to keep their understanding of the situation “ahead of the plane,” is
impossible in an environment based ori anything other than an assured and tiusted infrastructure. In such
an environment, most threats and atiacks are avoided because of the ves hature and construction of the
infrastructure, not because of human operators or reactive tactics. Thusa trusted infrastructure that is
secure against attacks as well as reziiierit (i.e., able to recover from advérse events) is a prerequisite for
the more complex, higher-level operations that achieve Global Vigiiasice.

Deliver Effects-Based Defenses



Global Power and Enable Joint Lethality and Effectiveness is the ability to deliver precision effects any
time, any place. In the context of cyber defense, this means using the assuied;and trusted infrastructure

to automatically compute, provision, and deliver effects-based defenses designed to preserve missions,

elicit specific desired adversary am or provide defensive counter-cyber actions.

Situational Understanding [D’ /

In addition to a secure, resilie d trusted foundation with an ability.to autonomously stay ahead of
the threat, the need for situatkg understanding, and in turn Globa! Vigilance, demands a complete
understanding of how missigRs_depend on the cyber infrastructure. 3ince mission execution is dynamic
in both time and space, the y to establish and maintain a deneiidency map of mission functions and
threads to infrastructure also be dynamic and resolve to guatinually maintain the validity of the
dependency analysis.

Signals Intelligence (é§/l’NT), Electronics Warfare (EW)and Cyber Operations technologies.

Prototype integrati*(eas of interest include methods ofimiproving coordination and advancing the
capability to cond éyberspace operations in a multitude’'of environments. Approaches should take into
consideration op nal and contingency planning, as.well as technology and approaches to better
equip the warfi . Concepts at the intersection of-fiic areas of Signals Intelligence (SIGINT),

e (EW) and Cyber Operations teciinologies are sought in this Advanced Research
RA).

Integration s under this program are expected to result in experimental capabilities, concepts,
theory, and applications addressing cyber operations problems to support the future needs of units
including 16™ Air Force and other government agencies. Offerors are asked to describe the pre-
conditions and assumptions that are necessary for the proposed techniques to work effectively.

Areas of Interest

Technologies of interest to the strategic vision of this ARA include, but are not limited to: cloud
architectures, code analysis and evaluation, cyber meaeling & simulation, decision suppait for cyber
missions, design frameworks, evaluation & measur<ii:cnt techniques, formal methods, mipbile and
embedded device security, methods/means for non-ti~ditional cybersecurity, methods for data security
in untrusted environments, protocol development and analysis, cyber situational awar¢ness and risk
estimation, secure development tools and techniges, standards for information exXehange, trusted
hardware and software, virtualization, and zere trust computing.

Broad topics of interest also include, but are not iimited to: cyber intelligencesurveillance and
reconnaissance (ISR) and analytical fusioti, <isruptive information technologs, #yber mission platforms,
next-gen cyber operations technology, data e mbedding, spectrum approachges.t0 the coordination and
execution of cyber operations and impro7.3 cyber exercise technology, cOffimunication net access,
enterprise operations, cyber stealth and peisistence, machine learning applied to the cyber domain, and
Deceive, Deny, Disrupt, Degrade and Destroy (D5) efforts.

Platforms of interest to the Air Force include but are not limited to: Miiitary platforms and Programs of
Record (POR) with cyber componenis or dependence, shared/commercial and private/Government
clouds, embedded devices and firmware, mobile and bring your owiisdevice (BYOD) platforms,
automation systems, tactical systems, wired and wireless networks=af’the enterprise and tactical levels.



In addition, the transition and refinement of prototypes developed through awards under this
announcement would be considered by partnerships AFRL/RI establishes with other agencies, into
assured and resilient full spectrum cyber capabilities to include cyberspace,infrastructure and effects to
be used in pursuit of cyber engagement and freedom of operations in cyberspace. This includes
defensive technologies to strengtWe security of US cyber assets and defend against adversarial cyber
advancement and cyber exploitation ¥chnologies to provide the US with-intelligence regarding the
cyber landscape and adversary a?tg(ip(es in the cyber domain.

IMPORTANT NOTES REG, ING:

REFERENCES TO THE
SUPPLEMENTS RELA

ERAIL ACQUISTION REGUIL ATION (FAR) AND FAR

O OT AWARDS. The requireizients of Chapter 137 of Title 10 do
Ts under this ARA per the stacwstory authority at 10 USC 4021
reviousiy 10 USC 4003, 2371b). Any

AR Supplements are included in this ARA strictly for the sake of

u of including the requirements-in full text in this ARA), and are not to

ARA. This paragr lies to OT awards as a.result of this ARA, not FAR based awards.
AL RESEARCH. It is DoD poliey 'that the publication of products of
fundamengiesearch will remain unrestricted 4o the maximum extent possible. National Security
Decisiok ective (NSDD) 189 defines fundainental research as follows:

‘Fun ntal research’ means basic and applied research in science and engineering, the results
of ordinarily are published and shared broadly within the scientific community, as
distihglished from proprietary research and from industrial development, design, production,

and product utilization, the results of which ordinarily are restricted for proprietary or national
security reasons.

As of the date of publication of this ARA, the Government does not anticipate work proposed under this
ARA to be considered fundamental research. Proposers should indicate in their proposal whether they
believe the scope of the research included in their propesa’ is fundamental or not. While proposers
should clearly explain the intended results of their research, the Government shall have sole discretion to
select award instrument type and to negotiate all instriment terms and conditions with'sejectees.
Appropriate clauses will be included in resultant awaics for non-fundamental research td, prescribe
publication requirements and other restrictions, as agnropriate.

For certain research projects, it may be possible thet although the research being pierformed by the
awardee is restricted research, a sub-awardee may be conducting fundamental res€arch. In those cases,
it is the awardee’s responsibility to explain in u:cir proposal why its sub-awarde®’s\effort is fundamental
research.

1. OTHER TRANSACTION FOR RESZARCH PROJECTS. Governgd. 5y 10 USC 4021
(previously 10 USC 4002, 2371). Research projects other than confraets, cooperative agreements
and grants in carrying out basic, applied, and advanced research projects.

2. OTHER TRANSACTION FC'R PROTOTYPE.
a. Governed by 10 U3C 4022 (previously 10 USC 4002,.2371b). Under an OTP, the

prototype agreement must be successfully completed™=Successful completion can occur
prior to the conclusion of a prototype project to allew; the Government to transition any



aspect of the prototype project determined to provide utility into production while other
aspects of the prototype project have yet to be completed.

b. Governed by 10 USC 4023 (previously 10 USC 4004, 2373) when tied to experimental
actions.* The whitgwer/proposal must cover the acquisition of “ordnance, signal,
chemical activity, trar¥portation, energy, medical, space-flight, telecommunications, and
aeronautical suppljes, /ncluding parts and accessories, ard designs thereof, that the
Secretary of De or the Secretary concerned considers necessary for experimental or
test purposes in&' development of the best supplieg-that are needed for the national
defense.”

*10 USC 4023 als@s for FAR based contracts and.O%Fs for research.

accordance with DFARS Clause 252.239-7010, if the development
f Government, or Government-related data on the cloud, offerors need to
e provider proposed has been graiited Provisional Authorization by the
ems Agency (DISA) at the level appropriate to the requirement.

proposed requires stora
ensure that the cloud se

Defense Informatic@,s

II. AWARD INF@@@’[ATION:

1. FUNDING: | funding for this ARA is approxinately $499.9M. The anticipated funding to be
obligated undejiltis ARA is broken out by fiscal yearas follows:

FY24 - $9@?
FY25 - $99"
FY26 - $99.98M

FY27 - $99.98M
FY28 - $99.98M

a. Individual awards will not normally exceed 60 months with dollar amounts normally ranging
from $10M to $50M. Awards under this solicitatioa will not exceed $99.98M.

b. The Government reserves the right to select all. part, or none of the proposals/recéived, subject to
the availability of funds. All potential Offerois should be aware that due to unanticipated budget
fluctuations, funding in any or all areas may ¢'iange with little or no notice.

2. FORM. Awards of efforts as a result of this‘aniouncement will be in the fornist contracts or other
transactions depending upon the nature of the voik proposed.

3. ARA TYPE: This is a two-step open advanced research announcemeng=.!iiis announcement
constitutes the only solicitation.

STEP ONE — The Government is only cuiiciting white papers at this timie. DO NOT SUBMIT A
FORMAL PROPOSAL. Those white papers found to be consistent with the intent of this ARA may
be invited to submit a technical and ccst nroposal. See Section VI of this anhouncement for further
details regarding the proposal.

III. ELIGIBILITY INFORMATTYCN:

1. ELIGIBILITY: All qualified offerors who meet the requirements’of this ARA may apply.



2. FOREIGN PARTICIPATION/ACCESS:

a. This ARA is closed to foreign participation. This includes both foseign ownership and foreign
nationals as employees or subcontractors.

b. Exceptions.

1. Fundamental Res }( If the work to be performed is-dnclassified, fundamental
research, this m e clearly identified in the white papar and/or proposal. See Part II,
Section I for details regarding Fundamental Research. Offerors should still identify
any perform y foreign nationals at any level {prime contractor or subcontractor) in
their proposa lease specify the nationals’ country of origin, the type of visa or work
permit undésyhich they are performing and ansexplanation of their anticipated level of
involvem You may be asked to provide additional information during negotiations in
order to fy the foreign citizen’s eligibility to participate on other transactions issued
as a resultof this announcement

2. Foré&()wnership, Control or Influence (FOCI) companies who have mitigation
plar@perwork in place. Proof of appraved mitigation documentation must be
pr&@ed to the contracting office focal neint, Amber Buckley, Contracting Officer,

t one (315) 330-3605, or e-mail Aiaber.Buckley@us.af.mil prior to submitting a
ite paper and/or a proposal. For iniermation on FOCI mitigation, contact the contact
Defense Counterintelligence and Security Agency (DCSA). Additional details can
@7 found at: https://www.dcsa.mil/Industrial-Security/Entity-Vetting-Facility-Clearances-
OCI/Foreign-Ownership-Control-or-Influence/

3. Foreign Nationals as Employees or Subcontractors. Applicable to any effort not
considered Fundamental Research. Offorors are responsible for ensuring that all
employees and/or subcontractors who wili work on a resulting contract are eligible to do
so. Any employee who is not a U.S. citizen cr a permanent resident will be restricted
from working on any resultant contract url2ss prior approval of the Department of State
or the Department of Commerce is obtained via a technical assistance agreement or an
export license. Violations of these reguiations can result in criminal of ciyil penalties.

c. Information Regarding Non-US Citizens Assig1ed to this Project

1. Contractor employees requiring accass to USAF bases, AFRL facilities, and/or access to
U.S. Government Information Te<hnology (IT) networks in connectign with the work on
contracts, other transactions award2d under this ARA must be U(S) gitizens. For the
purpose of base and network access, possession of a permanent resydent card ("Green
Card") does not equate to U.S. itizenship. This requirement dees'not apply to foreign
nationals approved by the U'S. Department of Defense or U.S=S{ate Department under
international personnel exchange agreements with foreign gdvernments. It also does not
apply to dual citizens whc possess US citizenship, to include Naturalized citizens. Any
waivers to this requiremeat must be granted in writing by the Contracting Officer prior to
providing access. Spec:fic format for waiver request will=h¢€ provided upon request to the
Contracting Officer. The above requirements are in addiffon to any other contract
requirements related to obtaining a Common Access Gaxd (CAC).

2. For the purposes of Paragraph 1, it an IT network/system does not require AFRL to
endorse a contractor's application to said network/system in order to gain access, the
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organization operating the I'T network/system is responsible for controlling access to its
system. If an IT network/system requires a U.S. Government sponsor to endorse the
application in order for access to the IT network/system, AFRL;will only endorse the
following types of applications, consistent with the requiremei.ts above:

a) Contractor employ®es who are U.S. citizens performing work under contracts, other
transactions aw. rdgﬁ under this ARA.
b) Contractor er@rees who are non-U.S. citizens ana-who have been granted a waiver.

Any additional access restrictg established by the IT network/system owner apply.

3. FEDERALLY FUNDE EARCH AND DEVELOPMENY CENTERS AND GOVERNMENT
ENTITIES: Federally Fu Research and Development Cejiters (FFRDCs) and Government entities
(e.g., Government/Natio aboratories, military educational institutions, etc.) are subject to applicable
direct competition limi@ns and cannot propose to this ARA in any capacity unless they meet the
following conditions:

a. FFRDCs: FF,§S must clearly demonstrate that the proposed work is not otherwise available
from the private.8ector; and FFRDCs must provide'a-ietter on official letterhead from their
sponsoring gnization citing the specific authority’establishing their eligibility to propose to

Governme licitations and compete with indusiry, and their compliance with the associated
FFRDC s or agreement’s terms and conditiors, This information is required for FFRDCs
proposi be prime contractors or sub-awardees.

b. Gover t Entities: Government entities must clearly demonstrate that the work is not otherwise

available from the private sector and provide written documentation citing the specific statutory
authority and contractual authority, if relevant, establishing their ability to propose to Government
solicitations. While 10 U.S.C.§ 2539b may be the arpropriate statutory starting point for some
entities, specific supporting regulatory guidance, togetoer with evidence of agency approval, will
still be required to fully establish eligibility.

FFRDC and Government entity eligibility will be deterizined on a case-by-case basis; however, the
burden to prove eligibility for all team members rests sciely with the proposer.

Government agencies interested in performing wori: related to this announcement should contact the
Technical Point of Contact (TPOC). If resulting ciscussions reveal a mutual interest,<Cooperation may
be pursued via other vehicles.

4. ORGANIZATIONAL CONFLICTS OF IINTEREST: In accordance with FAR,9.5, offerors are
required to identify and disclose all facts relevant to potential OCIs involving e offerors
organization and any proposed team meriper (sub-awardee, consultant). Alnder this Section, the
offeror is responsible for providing this aisclosure with each proposal sphitiitted to the solicitation.
The disclosure must include the offerc.s, and as applicable, proposed team member’s OCI mitigation
plan. The OCI mitigation plan must include a description of the actions the offeror has taken, or
intends to take, to prevent the existence of conflicting roles that might bias the offerors judgment and
to prevent the offeror from having unfair competitive advantage. The OCI mitigation plan will
specifically discuss the disclosed OCI in the context of each of the"&CI limitations outlined in FAR
9.505-1 through FAR 9.505-4.

a. Agency Supplemental OCI Policy: In addition, AFRL has a supplemental OCI policy that prohibits
contractors/performers from concurrently providing Scientific Eagineering Technical Assistance



(SETA), Advisory and Assistance Services (A&AS) or similar support services and being a technical
performer. Therefore, as part of the FAR 9.5 disclosure requirement above, an offeror must affirm
whether the offeror or any proposed team member (sub-awardee, consultant)-is providing SETA,
A&AS, or similar support to any AFRL office(s) under: (a) a current award or subaward; or (b) a past
award or subaward that ended witzb%?ne calendar year prior to the proposal’s submission date. If
SETA, A&AS, or similar support is Béing or was provided to any AFRL.‘cffice(s), the proposal must

include: [D’
. The name of the AFRL offic@eiving the support;
. The prime contract number;

. Identification of proposed member (sub-awardee, consultanty providing the support; and
. An OCI mitigation plan i rdance with FAR 9.5.

b. Government Procedur [sun accordance with FAR 9.503, 9.504 and 9.506, the Government will
evaluate OCI mitigatio@ns to avoid, neutralize or mitigate potential OCI issues before award and to
determine whether it is in"the Government’s interest to grant & waiver. The Government will only
evaluate OCI mitigation p/lans for proposals that are deterrizirnied selectable under the solicitation
evaluation criteria%unding availability. The Governmiernt may require proposers to provide
additional inform to assist the Government in evaluating the offerors OCI mitigation plan. If the
Government dete es that an offeror failed to fully dis¢lose an OCI; or failed to provide the
affirmation of support as described above; ort4iled to reasonably provide additional information
requested by t overnment to assist in evaluating ti2proposer’s OCI mitigation plan, the Government
may reject @posal and withdraw it from consideration for award.

5. S&TP CTION. In accordance with AFRLI 61-113, S&T Protection, Contractors/Recipients
are required to submit with their proposal a Standard Form 424, "Research and Related and Senior and
Key Person Profile (Expanded), as well as a Security Program Questionnaire, which are included in the
RI-Specific Proposal Preparation Instructions and can be cccessed at:
https://sam.gov/opp/e628c811fafe041accdddf55fb8539bi/view?keywords=AFRL-BAA-GUIDE&sort=-
relevance&index=&is active=true&page=1. Always refererice the newest versions of these
documents. Complete and submit the required forms w1t your proposal to the technical point of
contact (TPOC) listed in Section VII-Agency Contacts AND AFRL.RIOF@us.af.mil.

Contractors will be required to provide documentatio: of their Security Program Plan for, initial
Institution S&T Protection Program Review. The parpose of requesting the plan is te.evaluate the
offeror’s capacity for protecting the Government’z S&T and failure to demonstrate.a‘plan adequate to
meet the needs of the requirement may be grounds ior considering the proposal uawardable. In the
event a security risk is identified and the Governnient has determined the security Tisk exceeds the
acceptable threshold, the Contractor/Recipient will be notified and informed ofthestermination/decline
of award. The Government will be only required to provide a general statemerni=9f-the reasoning due to
Government OPSEC measures.

After award, the Contractor/Recipient wi!! Le required to re-submit the SténGard Form 424 as an annual

requirement to the points of contact listed above.

IV. APPLICATION AND SUBMISSION INFORMATION:

All responses to this announcement must be addressed to the Tedlinical Point of Contact (TPOC)
listed in SECTION VII. DO NOT send white papers to the Csatracting Officer.
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All responsible sources may submit a bid, proposal, or quotation which shall be considered by the
agency.

1. SUBMISSION DATES AND Z%ES:

It is recommended that white papers }tfe received by 6:00PM Eastern Standard Time (EST) on the
following dates to maximize thg\l sibility of award:

FY24 by 12 Jan 2024 5?
FY25by 1 Oct 2024 QO
FY26 by 1 Oct 2025

FY27 by 1 Oct 2026 <
FY28 by 1 Oct 2027

White papers will be accépted until 6:00PM EST on 30 DEC(,2028, but it is less likely that funding will
be available in each vespgctive fiscal year after the dates cited. This ARA will close on 30 DEC 2028
at 6:00PM EST.

All offerors submlttihg white papers will receive notification of their evaluation results within 45 days
of submission. rors should email the TPOC, apd. tize Contracting Officer listed in Section VII, for
status of their e paper(s) after 45 days, if no sucli<orrespondence has been received.

2. CONTE@ND FORMAT: Offerors are required to submit a 4-to-5-page white paper
summarizin ir proposed approach/solution. Any pages in excess of 5 will be removed and not
considered in the white paper evaluation. The purpose of the white paper is to preclude unwarranted
effort on the part of an offeror whose proposed work is not of interest to the Government.

The white paper will be formatted as follows:

a. Section A: Title, Period of Performance, Estiriiated Cost, Name/Address of Company,
Technical and Contracting Points of Contact {phone and email) (this section is NOT included
in the page count)

i.  if proposing an OT, one of the following must be met (COTR will specify in the RFP
if an OT is anticipated):
e At least one Nontraditionz! efense Contractor is a significait participant in
the prototype project: or
e ALL significant participanus in the transaction other than theyFederal Government
are Small Businesses o1 Nontraditional Defense Contragctors; or
¢ A Cost Share of at least 1/3 of the Total Cost of the pretatype project is to be
paid out of funds pruvided by parties to the transactiorsother than the Federal
Government.
ii.  If the offeror does not meet the definition of a nontraditiondl"Gefense contractor,
nonprofit research institution or small business, they must state if they plan to subcontract
with entities who meet inese definitions (see Section IV.4.h)/
iii.  this section is NOT included in the page count.
b. Section B: Task Objective; and
c. Section C: Technical Sunupary and Proposed Deliverables,

All white papers shall be double spaced with a font no smaller thasI2-point. Please note that less than
12-point font is acceptable for graphics and illustrations (as-in 1abels and short descriptions) as



long as it is readable when printed out on standard 8x11 paper. In addition, respondents are
requested to provide their Commercial and Government Entity (CAGE) Code, their unique entity
identifier and electronic funds transfer (EFT) indicator (if applicable), an/e-mail address and reference
ARA FA8750-24-S-7001 with their submission.

Multiple white papers within the IMW of this announcement may be submitted by each offeror. If the
offeror wishes to restrict its whit%z(ip(ers, they must be marked with the-restrictive language stated in
FAR 15.609(a) and (b). xS

3. HANDLING AND MAIme’uJ INSTRUCTIONS:

a. CLASSIFICATI IDANCE. All Proposers shoulaveview the NATIONAL
INDUSTRIAL SECURI ROGRAM OPERATING MANTUAL (NISPOM), 32 CFR Part 117, as it
provides baseline standa or the protection of classified information and prescribes the requirements
concerning Contractor eloped Information under paragraph 3117.13. Defense Counterintelligence
and Security Agency (DCSA) Site for the NISPOM is: http'//www.dcsa.mil/.

In the event of a p(ﬁe or actual compromise of classified information in the submission of your white
paper or proposal, ediately but no later than 24 houre, bring this to the attention of your cognizant
security authority, AFRL Rome Research Site Infermiation Protection Office (IPO):

Information Prafe¥tion Office (contact only if a secusty compromise has occurred)
Monday-Fri 730-1630): Call 315-330-4048 er-LEmail: vincent.guza@us.af.mil
Evenings a ekends: Call 315-330-2961

b. CLASSIFIED SUBMISSIONS. AFRL/RIGA will accept classified responses to this ARA
when the classification is mandated by classification guidance provided by an Original Classification
Authority of the U.S. Government, or when the offeror believes the work, if successful, would merit
classification.

Offerors that intend to include classified information o1 Zata in their white paper submission or who are
unsure about the appropriate classification of their white papers should contact the teCiniral point of
contact listed in Section VII for guidance and directivz in advance of preparation.

c. MAILING INSTRUCTIONS.

Email Unclassified electronic submission to th» TPOC identified in Section VIL_Ewcrypt or password-
protect all proprietary information prior to senuaing. Offerors are responsible tg“renfirm receipt with the
TPOC. AFRL is not responsible for undelivered documents. If electronic subirission is used, only one
copy of the documentation is required.

Questions can be directed to the TPOC listed in Section VII.

4. OTHER SUBMISSION REQUIREMENTS/CONSIDERATIONS:

a. COST SHARING OR MATCHING RELATED TO FAR BASEDWWARDS. Cost sharing is not a
requirement. Cost sharing may i< proposed and will be consider#d/on a case-by-case basis. Cost
share will not be a factor in selection for award. For OT awards,'see Section IV.4.h.3.


mailto:vincent.guza@us.af.mil
http://www.dcsa.mil/

b. SYSTEM FOR AWARD MANAGEMENT (SAM). Offerors must be registered in the SAM
database to receive a contract award and remain registered during performance and through final
payment of any contract or agreement. Processing time for registration in' 2 AM, which normally takes
forty-eight hours, should be taken into consideration when registering. Offe10rs who are not already
registered should consider applyim registration before submitting a proposal. The provision at FAR
52.204-7, System for Award Managévnent (Oct 2018) applies.

c. EXECUTIVE COM ATION AND FIRST-TIER SUSEONTRACT/ SUBRECIPIENT
AWARDS: Any contract awa sulting from this announcement may contain the clause at FAR
52.204-10 - Reporting Execu@, Compensation and First-Tier Subcontract Awards (Jun 2020).

d. ALLOWABLE GES: The cost of preparing white papers/proposals in response to this
announcement is not con ed an allowable direct charge to airy resulting contract or any other
contract but may be an able expense to the normal bid and proposal indirect cost specified in FAR
31.205-18.

e. GOVERNMENT APPROVED ACCOUNTING'SYSTEM: An offeror must have a
government approyved accounting system prior to award.ef a cost-reimbursement contract per
limitations set fortfhN@ FAR 16.301-3(a) to ensure the system is adequate for determining costs
applicable to the cntract. The acceptability of an accauiiting system is determined based upon an audit
ADbfense Contract Audit Agency (DCAA). IMPORTANT: If you do not have a
DCAA approvggdaccounting system access the follawing link for instructions:

e pp/e628c811fafe041accdddf55fb6525bf/view?keywords=AFRL-BAA-Guide&sort=-

i=&is_active=true&page=1

f. HUMAN USE: All research involving human subjects, to include the use of human biological
specimens and human data, selected for funding must comply with Federal regulations for human
subject protection. Further, research involving human suhiects that is conducted or supported by the
DoD must comply with 32 CFR 219, “Protection of Human Subjects” found at:
http://www.access.gpo.gov/nara/cfr/waisidx_07/32cfr219 07.html, and DoD Instruction 3216.02,
“Protection of Human Subjects and Adherence to Ethica! Gtandards in DoD-Supported Research” found
at: http://www.dtic.mil/whs/directives/corres/pdf/321652p.pdf.

1. Institutions awarded funding for researcii involving human subjects must pipvide
documentation of a current Assurance ¢f Compliance with Federal regulatibns for human
subject protection, for example a Department of Health and Human Services, Office of
Human Research Protection Federal vvide Assurance found at: http:/xwww.hhs.gov/ohrp.

2. All institutions engaged in human zubject research, to include subfoptractors, must have a
valid assurance. In addition, personael involved in human subjegtseséarch must document
the completion of appropriate t:4ining for the protection of humen’Subjects.

3. For all research that will inveive human subjects in the first veaw or phase of the project, the
institution must submit evidence of a plan for review by an institutional review board (IRB)
as part of the proposal. Tlie TRB conducting the review must.bé the IRB identified on the
institution’s Assurance ¢f Compliance. The protocol, sepazate from the proposal, must
include a detailed description of the research plan, study-pyepulation, risks and benefits of
study participation, reciuitment and consent process, data-Collection, and data analysis. The
designated IRB should be consulted for guidance on wiiting the protocol. The informed
consent document must comply with 32 CFR 219.116-A valid Assurance of Compliance
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and evidence of appropriate training by all investigators should accompany the protocol for
review by the IRB.

4. In addition to a local IRB approval, an AFRL-level human subject regulatory review and
approval is required 1 research conducted or supported by/the DoD. The Air Force
office responsible for m¥naging the award can provide gnideince and information about the
AFRL-level review royéss. Confirmation of a current Assurance of Compliance and
appropriate humaq&’ jects’ protection training is required before AFRL-level approval
can be issued. O_)

5. The time requi o complete the IRB review/appravai process will vary depending on the
complexity o search and/or the level of risk to'study participants; ample time should
be allotted t?D{ plete the approval process. The/1RB approval process can last between 1
to 3 mont lowed by a DoD review that could last 3 to 6 months. No funding may be

used towa@!man subject research until all approvals are granted.

g. SUPPLIER PFRFORMANCE RISK SYSTEM {SPRS). Offerors should have a BASIC NIST

SP 800 171 DoD sment in the SPRS (https://www <brs.csd.disa.mil/). Basic assessment is to be
conducted by the or.
h. The following ies to Other Transactions:
1. NON- DITIONAL DEFENSE CONTRAGTOR: An entity that is not currently performing
and t performed, for at least the one-year'period preceding the solicitation of sources by
Do he procurement or transaction, any contract or subcontract for the DoD that is subject
to f erage under the cost accounting standards prescribed pursuant to section 1502 of title

41 and the regulations implementing such section (see 10 U.S.C. 3014).
The Government is seeking non-traditional defense contractors or nonprofit research institutions
to serve as Primes under this ARA.

2. SIGNFICANT EXTENT: Any offeror interested in cubmitting a response to the ARA, who does
not meet the definition of a non-traditional defense contractor above, must have a subcontractor
who meets the definition participate to a significau: extent.

Significant participation is defined as supplying a new key technology or product, accomplishing
a significant amount of the effort, causing a material reduction in the cost or gchedule, and/or
causing an increase in the performance, as detwczmined by the Agreements Officer,

3. COST SHARING OR MATCHING: If thesz is no non-traditional defense cantractor nor
nonprofit research institution participating to a significant extent, then at least=one-third of the
total cost of the prototype project must be paid out of funds provided by ntmFederal parties to
the transaction.

4. PROTOTYPE PROJECT: All prototype OTs shall contain a provision titaf-sets forth the
conditions under which that prototype agieement must be successfullyreanipleted.

V. APPLICATION REVIEW INFORM A TION:

1. CRITERIA: The following criteria, which are descending order of importance and will be used to
determine whether white papers and picnosals submitted are consistent ‘with' the intent of this ARA and
of interest to the Government:

a. Overall Scientific and/or Technical Merit including technjeal-feasibility, degree of innovation,
and understanding of the technical and operational approachfer employment of the technology.
b. The effort’s potential contribution and relevance to the Bepartment of the Air Force
objectives.
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c. The extent to which the offeror demonstrates relevant technology and domain knowledge.
d. Reasonableness and realism of proposed costs and fees (if any).

No further evaluation criteria will be used to select white papers for proposal invitation. Proposals will
be evaluated IAW this evaluation @ia only and categorized/selected for award as detailed in Section
V.2.b.2. White papers and proposalsésubmitted will be evaluated as they-are received.

2. REVIEW AND SELECTIO@OCESS:

a. Only Government empieyees on the ARA team will evaluate the white papers/proposals for
selection. The Air F, Research Laboratory's InformatioiiDirectorate has contracted for
various business a support services, some of which-equire contractors to obtain
administrative acceSsvto proprietary information submitted by other contractors. Administrative
access is defined andling or having physical control over information for the sole purpose of
accomplishing dministrative functions specified in the administrative support contract,
which do not reqtfire the review, reading, and compreiiension of the content of the information
on the part ofsnonftechnical professionals assignedte’accomplish the specified administrative
tasks." The ntractors have signed general nori-disclosure agreements and organizational
conflict of interest statements. The required adniiznistrative access will be granted to non-
technical essionals. Examples of the adminrisirative tasks performed include; a. Assembling

g information for R&D case files;*b. Accessing library files for use by government

person nd c. Handling and administrafioixof proposals, contracts, contract funding and

ny objection to administrative aceess must be in writing to the Contracting Officer and

Inde a detailed statement of the basis for the objection.

b. WHITE PAPER/PROPOSAL REVIEW PROCESS:

1. FIRST STEP — White Paper Reviews: The CCcovernment will review White Papers to
identify those with the greatest potential to meet the Air Force’s needs based on the criteria
above. If funding is available for an identified white paper, AFRL/RI will request a formal
technical and cost proposal from the Offeror. ror white papers not of interest to the
Government, or for which funding is not available, those Offerors will receive letters from
the Government indicating the basis for non-selection.

2. SECOND STEP - Proposal Review ai:d Selection Process

a) Categories: Based on the evaluation. proposals will be categorized as~Selectable or Not
Selectable (see definitions below). T'he selection of one or more offerory for award will be
based on the evaluation, as well as iportance to agency programs anid-funding availability.

1. Selectable: Proposals aie r*commended for acceptance, if gufiicient funding* is
available.
2. Not Selectable: Even i sufficient funding existed, the pYoposal should not be funded.

* Selectable proposals will be designated as funded or,unfunded. Letters will be sent to
the unfunded offerors. These proposals may be funded at.d'later date without
reevaluation, if funding becomes available.

b) The Government reserves the right to award some, ali;-0r none of the proposals. When
the Government elects to award only a part of a propegsal, the selected part may be



categorized as Selectable, though the proposal as a whole may not merit such a
categorization.

c) In parallel with the technical evaluation, the Government wili review the SF424 and
Security Program Quegﬁ&?mire submitted by the Contractor.in order to satisfy the S&T
Protection requirements IXW AFRLI 61-113. In the event a security risk is identified and the
Government has deter; ir}ld the security risk exceeds the aczeptable threshold, the Offeror
will be notified andk med of the declination of award.

d) Proposal Risk
as part of the ab

ssment: Proposals’ technical, cost,.and schedule risk will be assessed
valuation criteria’s application. Proposal risk relates to the identification
and assessment risks associated with an offercr's-proposed approach as it relates to
accomplishin proposed effort. Tradeoffs of the assessed risk will be weighed against the
potential scient¥ic benefit. Proposal risk for schedule relates to an assessment of the risks
associated the offeror's proposed number of hours, labor categories, materials, or other
cost elements s it relates to meeting the proposea-period of performance.

e) Prior§~ard of a potentially successful ofier, the Contracting Officer will make a
determ&q on regarding price reasonableness-2nd realism.

Y/QUALIFICATION (R/Q) (FORMERLY FAPIIS) PUBLIC ACCESS: The

ired to review and consider any information about the applicant that is in SAM.gov
award in excess of the simplified-acquisition threshold (currently $250,000) over the
ance. An applicant may review and comment on any information about itself that a
agency previously entered. The Government will consider any comments by the
applicant, in addition to other information in SAM.gov in making a judgment about the applicant's
integrity, business ethics, and record of performance under federal awards when completing the review
of risk posed by applicants as described in 2 CFR § 200.295 Federal Awarding Agency Review of Risk
Posed by Applicants and per FAR 9.104-6.

4.ADEQUATE PRICE COMPETITION: As this ARA is an Open ARA, adequate price competition is
not anticipated since there is no set response time, and proposals are evaluated at the time of receipt.
Offerors whose proposals are selected for award will he expected to submit certified £&stjand pricing
data on contracts exceeding $2M (the threshold is $7.C2M for small businesses or nontraditional defense
contractors).

VI. STEP TWO INFORMATION - REQUESt FOR PROPOSAL & AWARD:

1. PROPOSAL FORMATING: When developing proposals, reference the AFR}.~Broad Agency
Announcement (BAA): Guide for Industry," Ma: 2020, and RI-Specific Propgsal Preparation
Instructions, MAY 2023, which may be accessed at:
https://sam.gov/opp/e628c811fafe041acccdaf55fb8539bf/view?keywords=AFRL-BAA-GUIDE&sort=-
relevance&index=&is active=true&page=i.

Always reference the newest versions ot these documents.

Please note that less than 12-point font is acceptable for graphics,aid illustrations (as in labels and
short descriptions) as long as it ic 1cadable when printed out on standard 8x11 paper.

2. AWARD NOTICES: Those white papers found to be consistentwith the research areas of interest
and expected results within the broad topic areas as described in-the'Technology Requirements section


https://sam.gov/opp/e628c811fafe041accdddf55fb8539bf/view?keywords=AFRL-BAA-GUIDE&sort=-relevance&index=&is_active=true&page=1
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of this ARA and of interest to the Government may be invited to submit a technical and cost proposal.
Notification by email or letter will be sent by the TPOC. Such invitation does not assure that the
submitting organization will be awarded a contract. Those white papers nut selected to submit a
proposal will be notified in the same manner. Prospective offerors are advised that only Contracting
Officers are legally authorized to Wit the Government. All offerors subrnitting proposals will
receive notification of their evaluatio¥ results within 45 days of submigsien. Offerors should email the
TPOC, and the Contracting Officer hfted in Section VII, for status of their proposal after 45 days, if no
such correspondence has been @Ved.

3. DEBRIEFINGS: If a debri®fiiig is requested in accordance with.ttie’time guidelines set out in FAR
15.505 and 15.506, a debriefing will be provided, but the debriefing/content may vary to be consistent
with the procedures that g AAs (FAR 35.016) and OTs (16“USC 4021 (previously 10 USC 4002,
2371), and 10 USC 4022 ﬁriously 10 USC 4003, 2371b). Debriefings will not be provided for white
papers.

4. ADMINISTRATIVE AND NATIONAL POLICY REQUIREMENTS:

a. FACILIT ARANCE. Depending on the woikto be performed, the offeror may require a
SECRET o P SECRET facility clearance ana-cafeguarding capability; therefore, personnel
identified f6r/assignment to a classified effort muist be cleared for access to SECRET or TOP
SECRE ormation at the time of award. Jn.addition, the offeror may be required to have, or
have a to, a certified and Government-approved facility to support work under this ARA.

b. EX@ CONTROL LAWS. Awards under this solicitation may require access to, or
gen n of, data subject to export control laws and regulations. Only contractors who are
registered and certified with the Defense Logistics Information Service (DLIS) and have a
legitimate business purpose may participate in this solicitation. For questions, contact DLIS on-
line at http://www.dla.mil/HQ/InformationOperations/LogisticsInformationServices.aspx or at
the DLA Logistics Information Service, 74 Washington Avenue North, Battle Creek, Michigan
49037-3084, and telephone number 1-800-352-2255 (24/7). You must submit a copy of your
approved DD Form 2345, Militarily Critical Tectusical Data Agreement, with your white
paper/proposal.

c. SMALL BUSINESS PARTICIPATION. The Government encourages the best sgurces from the
scientific and industrial communities to progose, including small business cencefns, large
businesses, academia and non-profit entitics. Non-small businesses are encguraged to team with
small business concerns to come up with ta: best technical solutions and @btin the best mix of
cost, performance and schedule.

d. ACTIONS FOR THE PROTECTION OF INTELLECTUAL PROPERLY;CONTROLLED
INFORMATION, KEY PERSONIvET, AND CRITICAL TECHNOLAQGIES. Offerors who are
requested to submit a proposal uncer ‘his solicitation of grants, cooperative agreements,
Technology Investment Agreemenr:s, and other non-procurement trairsactions only shall submit
specific information for all key personnel, whether or not the individtals’ efforts under the
project are to be funded by the 20oD. Specific requirements will be detailed in the Request for
Proposal (RFP) letter. The iiiiormation shall be included in the 2e8earch and Related/Key Person
Profile (Expanded) form (hLittps://www.grants.gov/forms/r-r-fansiiy.html). This collection only
applies to persons identified a5 key personnel. This informatien-shall not be included in the
overall proposal page limits. Failure to submit this information may cause the proposal to be
returned without further review, and the DoD reserves tie Tight to request further details
before making a final determination on funding an effopt=~Iifis information will be used to
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support protection of intellectual property, controlled information, key personnel, and
information about critical technologies relevant to national security. Additionally, this
information will be used to limit undue influence, including foreign, talent programs, by countries
that desire to exploit United States’ technology within the DoD reseaich, science and technology,

and innovation enterprise. [\7

Certification Regarding Disclésure of Funding Sources

aper/proposal, you agree to abide by, the following statement: "By
roposal, I certify the proposing extity'is in compliance with Section
(Mac) Thornberry National Deferise Authorization Act for Fiscal Year
: (a) the PI and other key perscniiel certify that the current and pending
e proposal is current, accurate aid complete; (b)

agree date such disclosure at the request of the agency prior to the award of
support and at ﬁubsequent time the agency determines appropriate during the term of the
award; and (c) the PI and other key personnel have.been made aware of the requirements under
Section 223(a)(1)/of this Act. I am aware that any fase, fictitious, or fraudulent statements or
claims may siibject me to criminal, civil, or administrative penalties. (U.S. code, Title 218,
Section 10

5. DATA RIG@

a. IGHTS. The potential for inclusiern’of Small Business Innovation Research (SBIR)

a rights other than unlimited on awards is recognized. In accordance with (IAW) the

Business Administration (SBA) SBIR Policy Directive, Section 8(b), SBIR data rights
clauses are non-negotiable and must not be the subject of negotiations pertaining to an award
or diminished or removed during award administration. Issuance of an award will not be
made conditional based on forfeit of data rights. If the SBIR awardee wishes to transfer its
SBIR data rights to the Air Force or to a third paty, it must do so in writing under a separate
agreement. A decision by the awardee to relinquish, transfer, or modify in any way its SBIR
data rights must be made without pressure or cwercion by the agency or any other party.

By submission of a whi
signing this white pap
223(a) of the Willia
2021 which requir
support provided

b. NON-SBIR RIGHTS.

1. Non-SBIR data rights less than ui.li’n.ted will be evaluated and negotidted on a case-
by-case basis. Government Purpase Rights are anticipated for data‘developed with
DoD-reimbursed Independent Fesearch and Development (IR&12) funding.

2. The Air Force Research Labcrawory is engaged in the discovery, @evelopment, and
integration of warfighting teciinologies for our air, space, and/tyberspace forces. As
such, rights in technical data ar.d noncommercial computer gettware (NCS) developed
or delivered under this cuatract are of significant concern testffe Government. The
Government will therefore arefully consider any restrictiens’on the use of technical
data, NCS, and NCS dccamentation which could result i tsansition difficulty or less-
than full and open competition for subsequent development of this technology.

3. Third Party Software. - DFARS 252.227-7014(d) describes/requirements for
incorporation of third-party computer software. Any third-party software (commercial
and noncommercial) to be incorporated into a deliverale must be clearly identified in
the proposal. Pricr 0 delivery of any third-party seftware, the contractor will obtain an
appropriate license for the Government, and the wiitien approval of the contracting
officer.



c. IDENTIFICATION & ASSERTION. IAW DFARS 252.227-7017, the Identification and
Assertion of Use, Release, or Disclosure Restriction provision applies. See AFRL/RI
Specific Proposal Preparation Instructions for further guidance'and samples.

6. REPORTING: [\Z

a. Contract Applicable: Once a pMposal has been selected for award, afferors will be given complete
instructions on the submission pr Ce§é for the reports.

b. FAPIIS Applicable: Asr %ed by 2 CFR 200 Appendix XII 6i-the Uniform Guidance and FAR
9.104-6, non-federal entities ( s) are required to disclose in FAPIIS any information about criminal,
civil, and administrative procéedings, and/or affirm that there is ne-new information to provide. This
applies to NFEs that receiv ral awards (currently active grants;‘cooperative agreements, and
procurement contracts) gre an $10,000,000 for any period.oi«ime during the period of
performance of an award/,

ject.

7. NOTICE: The follogng provisions* apply:

a. FAR 52.204-24, R[presentation Regarding Certain Telecommunications and Video Surveillance
Services or %ment

. 204-7008, Compliance with Safeguarding Covered Defense Information Controls
c. DFARS 252£204-7017, Prohibition on the Acquisition of Covered Defense Telecommunications
Services-Representation (applies uziless the Offeror has represented in DFARS
6 in SAM that it does not provide_that equipment or services to the Government
under tractual instrument)
DFA@Z.204-7024, Notice on the Use of the Supplier Performance Risk System
DFA 2.215-7009, Proposal Adequacy Checklist
DFARS 252.215-7013, Supplies and Services Provided by Nontraditional Defense Contractors
DFARS 252.225-7055, Representation Regarding Business Operations with the Maduro Regime
DFARS 252.225-7059, Prohibition on Certain Procirements from the Xinjiang Uyghur
Autonomous Region-Representation
DFARS 252.225-7973, Prohibition on the Procurement of Foreign-Made Unmanned Aircraft
Systems-Representation (DEVIATION 2020-000 .5) (MAY 2020)
DFARS 252.239-7009, Representation of Use ot Cioud Computing
k. DFARS 252.239-7017, Notice of Supply Chain Risk
DFARS 252.239-7098, Prohibition on Contraciing to Maintain or Establish a Coniputer Network
Unless Such Network is Designed to Block A.c7.ess to Certain Websites-Representation (Deviation
2021-00003) (APR 2021)

T e A
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* Please note that the current versions or deviatiows of the related clauses will be Tficluded in any
resulting contract. Additional provisions may ve included in any resultant contrayfsdependent upon each
individual effort.

8. TECHNOLOGY INCENTIVE RANGE: AFRL/RI does not expect R&lI efforts to qualify for the
Technology Incentive Range as defined in DFARS 215.404-71-2(d)(4) wheincalculating performance
risk using the Weighted Guidelines method. The incentive is to be applied for technology innovation for
mature, operational, non-prototype typc systems only.

VII. AGENCY CONTACTS:

All white paper and proposal submissions and any questions of a teCiical nature shall be directed to the
cognizant TPOC as specified below (unless otherwise specified in<thé technical area):



Thomas Parisi
AFRL/RIGA
525 Brooks Road
Rome, NY 13441-4505
Email: afrl.riga.firestarter@us/%l

IR
LS

Questions of a contractual/business n/(ture shall be directed to the cognizant contracting officer, as
specified below (email requesktbe preferred):

A

Amber Buckley Q

Telephone (315) 330-360
Email: Amber.Buckle f.mil
Emails must reference ?ﬁcitation ARA number and title of the acquisition.

In accordance with DA RS 5301.91, an Ombudsman has seen appointed to hear and facilitate the
resolution of concerns f offerors, potential offerors, and-athers for this acquisition announcement.
Before consulting an ombudsman, interested pariies must first address their concerns, issues,
disagreements, a r recommendations to the contracting officer for resolution. DAFFARS
Clause 5352.201-9401 Ombudsman (Jun 2023) will be.iicorporated into all contracts awarded under
this ARA

N

The AFRL dsman is as follows:

Mr. Steven Ewers
1864 4™ Street
WPAFB OH 45433
Phone: (937) 904-9700
FAX: (937) 656-7321

afrl.pk.workflow(@us.af.mil
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